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 The rapid adoption of Cloud Computing (CC) has significantly increased the 

complexity of managing secure and efficient access control due to the 

dynamic nature of cloud environments. Traditional methods, such as static 

rule-based systems or Machine Learning (ML) models, often fail to adapt to 

evolving user behavior and the emerging threats. To address these challenges, 

a novel Malleable Clouded-Leopard tuned Deep Recurrent Neural Network 

(MCL-DRNN) is designed for automated, real-time access control and 

resource allocation in CC environments. This framework utilizes cloud access 

logs, user behavior metrics, device identifiers, geolocation, time-stamps, and 

environmental variables. Preprocessing includes data cleaning, normalization, 

and dimensionality reduction using Principal Component Analysis (PCA) to 

retain critical patterns. The DRNN model is optimized using the MCL 

method, enabling the system to anticipate complex access patterns and detect 

deviations from normal behavior. By leveraging the recurrent structure of the 

DRNN, the system identifies subtle, persistent abnormalities indicative of 

potential security concerns. Performance evaluations demonstrate that the 

MCL-DRNN achieves 95% precision, 96% recall, and 95.6% F1-Score, 

outperforming traditional approaches. The intelligent, adaptive system 

provides a robust, self-optimizing solution for enhanced cloud security, 

capable of adjusting to rapidly changing cloud environments and mitigating 

unwanted access. 
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1. INTRODUCTION 

As a security measure, access control ensures that only official entities, subject to a set of access 

control system, can dependably access resources. Access control creates a selective access restriction, which 

limits who can access something or what can be accessed under particular conditions [1]. Using the internet 

to supply various services is known as Cloud Computing (CC). Applications and technologies, including 

databases, servers, networking, software, and data storage, are examples of these resources. Organizations 

and companies can lease access to storage or processing resources provided by the cloud service instead of 

owning the data centers or computer tools [2]. CC facilitates virtual collaboration by allowing users to 

remotely access resources from any location. Unlike old hardware-based computer systems, which took a 

long time to upgrade resources, CC allows users to do so very rapidly. The issue of excess and 

underutilization can be lessened with the help of proper resource use [3]. The quick development of CC has 

completely changed how businesses handle, store, and retrieve data. Nevertheless, the transition to multi-

cloud environments has also brought forth new privacy and trust issues. Cloud service providers can't always 

ensure user data security and privacy, which raises questions regarding data breaches, illegal access, and 

compliance issues [4]. In recent times, CC has become known as a highly developed field of computer 

technology that allows for the scalable and cost-effective expansion of computing services. Through CC, 

users can pay for the resources used, allowing them to request more or fewer resources as needed [5]. Cloud 

storage is one of the CC services that can offer the ability to store data remotely. Cloud strongly attempts to 

abstract away the load of managing and maintaining hardware. With CC, Information Technology (IT) 
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capabilities are dynamically increased without the need for additional software licenses, infrastructure, or 

staff training [6]. Communication with transportation systems and travel has been totally changed by the 

Intelligent Transportation Systems (ITS). The ITS effortlessly integrates state-of-the-art technologies to 

increase the efficiency, safety, and sustainability of transport [7]. 

1.1. Research objective 

The Malleable Clouded-Leopard tuned Deep Recurrent Neural Network (MCL-DRNN) will be used 

in this research to offer a self-optimizing, intelligent, and real-time access control structure for CC 

environments. The proposed algorithm seeks to enhance detection flexibility, scalability, and accuracy by 

optimizing the DRNN using the MCL technique.  

The outline of the research is organized as follows: Section 2: related work, Section 3: methodology, 

Section 4: results and discussion, Section 5: conclusion. 

 

2. RELATED WORK 

The research [8] examined how organizations were adjusting to CC technology. The research also 

provided a thorough examination of cutting-edge cloud computing approaches. Along with the possible 

difficulties and limitations that could arise when incorporating CC into corporate environments, the 

characteristics and methods of delivery of CC were examined. A Genetic Algorithm (GA)-based paradigm 

called CryptoGA [9] was put up to solve privacy and data integrity concerns. The encryption and decryption 

keys were generated using GA and combined with a cryptographic technique to keep the integrity and 

confidentiality of cloud data. The developed model protected privacy against unnecessary access and retained 

data reliability, based on experimental results. 

The improved algorithm proposed [10] a deployment of the Big Data framework over cloud 

computing (BigCloud), which required the development of a unique security-by-design framework. A 
completely mechanical safety evaluation structure and a methodical approach to security analysis were its 

mainstays. The outcomes showed victory in cutting down on security design time and improving safety 

awareness. The need to utilize contemporary technology, like big data frameworks, CC, and Machine 

Learning (ML), was underlined [11] to enhance data lakes' potential. Through the adoption of data lakes, 

businesses were able to expose meaningful insights to increase operational efficiency and achieve innovation 

and data assets. 

The application of Artificial Intelligence (AI)-driven Zero Trust Security models in retail cloud 

systems was analyzed [12]. AI was used to automate threat prevention, continuous authentication, and 

anomaly detection in order to implement a sophisticated Zero Trust system. Its effectiveness was examined in 

comparison to conservative perimeter-based security methods using case studies and simulations to 

demonstrate how AI improved access control, data protection, and identity verification in contemporary retail 

cloud environments. The research explored [13] how CC and AI could collaborate to develop cloud services 

in domains like security, autonomous scalability, and resource efficiency. Intelligent data management, 

predictive maintenance, and automated cloud operations were just a few of the important use cases and 

applications that were explored. The research discussed the technical use of AI in cloud systems, going over 

well-known frameworks, industry best practices, and actual cases. 

The method developed in [14] mitigated the issues by integrating blockchain security architecture 

with AI. At the edge, AI-driven threat intelligence and anomaly detection models were implemented, offering 

real-time protection against online attacks. Blockchain-based authentication protected data integrity and 

stopped tampering by improving access control and identity verification. Additionally, federated learning 

made it possible to share threat intelligence in a decentralized manner, which enhanced cybersecurity 

cooperation in cloud environments. The algorithm presented [15] a thorough analysis covering a wide range 

of Autonomous vehicles (AV)-related topics, including international standards, safety and security, 

environmental effects, public health, social consequences, traffic management, driverless city design, public 

acceptance, and safety. Furthermore, new technologies, like CC integration, solar power use in driverless 

cars, and AI, were discussed. Parallel Multi-Key Encryption Algorithm (EPM-KEA) [16] was improved to 

enhance healthcare data security and facilitate safe cloud storage of critical patient records. The two 

categories from which the data were collected were Authorization for High Complexity Operations and 

Authorization for Hospital Admission (AIH). The method presented in [17] used facial and fingerprint 

biometrics using a Convolutional Neural Network (CNN), extracting features and identifying patterns for 

secure organization, and used multimodal biometrics to make a non-intrusive cryptographic key for 

encrypting and decrypting client-uploaded data in the cloud [18]. 
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3. METHOD 

The proposed MCL-DRNN system (Figure 1) starts by using automated monitoring tools to gather 

cloud access data, such as time-stamps, device IDs, geolocation, and user behavior. Data cleaning, 

normalization, and dimensionality reduction using PCA are all part of preprocessing to preserve important 

patterns. To improve anomaly detection, a DRNN is built to learn temporal access habits and tuned using the 

MCL approach. 

 

 
 

Figure 1. Suggested MCL-DRNN method framework  

3.1. Data Collection 

The dataset analyzes security risks and identifies anomalies by combining access control files from 

CC and the Internet of Things (IoT) healthcare system. Along with integrating behavioral data from gesture-

based activities, the dataset records user interactions, device operations, and security setups 

(https://www.kaggle.com/datasets/programmer3/secure-access-control-dataset). 

Preprocessing involves data cleansing, normalization, and dimensionality reduction using Principal 

Component Analysis (PCA), which improves feature relevance and reduces computing complexity while 

keeping critical patterns for anomaly identification. Table 1 shows the description of the dataset features. 

 

Table 1. Feature of the dataset 

Features Descriptions 

IoT Healthcare Access Logs Tracks patient data interactions, sensor readings, and role-

based access patterns 

Cloud Computing Access Logs Logs authentication attempts, device metadata, and 

security settings 

Security Attributes Includes VPN usage, firewall status, encryption methods, 

and multi-factor authentication indicators 

Gesture & Activity Data Collected from 100 participants performing 10 different 

gestures and activities, each recorded over a 60-second 

duration, to analyze behavioral variation. 

Anomaly Detection The Target column (1 = Anomalous Access, 0 = Normal 

Access) labels suspicious activities based on deviations 

from expected access patterns. 

3.2. Automated Access Control in Cloud Computing Environments Using Malleable Clouded-Leopard 

tuned Deep Recurrent Neural Network (MCL-DRNN) 

The proposed algorithm, MCL-DRNN, combines sequential adaptive optimization, modelling, and 

DL to develop cloud access management. To provide accurate unusual analysis, a recurrent-based feature 

extraction technique analyzes the access pattern. DRNN hyperparameters are optimized using MCL tuning, 

which improves detection adaptability and precision. Real-time security threat mitigation is made possible by 

the DRNN component, which recognizes temporal relationships in cloud access data [19].   

https://www.kaggle.com/datasets/programmer3/secure-access-control-dataset
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3.2.1. Recurrent Neural Network (RNN) 

The ability of a simple RNN to maintain data in the form of hidden states over time steps makes it a 

basic type of RNN. A simple RNN's mathematical formulation is as follows in Equations (1 and 2). 

 

𝑔𝑖 = 𝜎 (𝑋𝑔𝑔𝑔𝑖 − 1 + 𝑋𝑤𝑔𝑤𝑖 + 𝑎𝑔)                                  (1) 

 

𝑡𝑖 = 𝜎 (𝑋𝑔𝑡𝑔𝑖 + 𝑎𝑖)                                                              (2) 

 

Where 𝑡𝑖  denotes that time step, 𝑤𝑖 is the hidden state, 𝑤𝑖 is the input at time step 𝑔𝑖 , 𝑎𝑔 and 𝑎𝑖  are 

weight matrices and bias vectors of 𝑋𝑔𝑔 ,  𝑋𝑤𝑔,  𝑋𝑔𝑡, whereas 𝜎 represents the activation function. 

3.2.2. Deep Recurrent Neural Network (DRNN) 

A single-layer RNN, though deep along the time steps because it is sequential, has only one hidden 

layer when it is unfolded, restricting it to capture intricate temporal relationships and subtle patterns in user 

behavior. The infrastructural limit makes single-layer RNNs comparatively shallow in information 

processing. The DRNN’s overall architecture is shown in Figure 2, where two DRNN processes access 

request sequences based on dynamic contextual dependencies, separated by critical event triggers. For 

accurate, real-time access control decisions in cloud environments, the architecture uses four information 

channels: device identifiers, geolocation data, access time-stamps, and user behavior metrics. These inputs 

are encoded and learned over time. 

 

 
Figure 2. Architecture of DRNN 

 

Different points of view are provided by features along sequential access patterns in the context of 

real-time access control. Device IDs and geolocation are examples of user-specific features that are 

intrinsically informative. Conversely, contextual factors that show how these features interact to affect access 

decisions include behavioral tendencies and temporal patterns. It's possible that this multi-dimensional and 

heterogeneous data calls for a more intricate layout than a single-layer RNN. By stacking several recurrent 

hidden layers, the DRNN architecture achieves the goal. Each layer receives input from the one before and 

determines its activation based on the temporal modeling function, allowing for greater abstraction and 

precise recognition of complicated access behavior patterns (Equation 3). 
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Where the layer number is shown by superscripts and time steps are indicated by subscripts. 

Equation 3's V (j−1) cross hidden layer s−1 is the "cross" connection to create for hidden layers (j ≥ 2) from 

the lower layer in the preceding time step to improve information propagation. 
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3.2.3. Malleable Clouded – Leopard Optimization (MCLO) 

The clouded leopard, a cat known for striking a balance between accessibility and caution, serves as 

the model for the optimization technique. The clouded leopard, which is neither enormous nor little, has a 

special combination of precision and flexibility. The MCL modeling approach is based on two distinct 

behaviors: the animal stays still during the day, surveying its environment from high vantage points, like tree 

canopies; at night, it deliberately descends to traverse intricate landscapes seeking food. The two stages of the 

MCL optimization process are reflected in these behavioral characteristics: adaptive ground interaction and 

strategic observation. By switching between exploration and exploitation, the model is able to fine-tune 

DRNN architectures for effective, instantaneous decision-making in situations involving dynamic cloud 

access administration. In Equations (4 and 5), the 𝑛𝑡ℎ cloud leopard, 𝑦
𝑜2
𝑛

, is the proposed new position.  

 

𝑦
𝑜2
𝑛𝑚

= 𝑦𝑛,𝑚 +
𝑝𝑚+𝑟𝑎𝑛𝑑𝑛,𝑚 ∙(𝑣𝑚−𝑝𝑚) 

𝑠
. (2. 𝑟𝑎𝑛𝑑𝑛,𝑚 − 1)                 (4) 

 

𝑦
𝑜2

𝑛, 𝑚
= 𝐼𝑊𝑛(𝑠) ∙ 𝑦𝑛,𝑚 +

𝑝𝑚+𝑟𝑎𝑛𝑑𝑛,𝑚∙(𝑣𝑚−𝑝𝑚)

𝑠
. (2. 𝑟𝑎𝑛𝑑𝑛,𝑚 − 1)                (5) 

 

An adaptive inertia weight (IW) mechanism is incorporated into the local search and exploitation 

phase to keep the optimization process from getting stuck in local optima. More responsive behavior is made 

possible during the optimization process by dynamically adjusting resources based on the cloud storage of 

this inertia weight according to each agent's current fitness. To encourage exploration, variety, and prevent 

premature convergence, IW is included in the MCL optimization phase. During the second step, also known 

as the capture phase, the adaptive IW directs the updating of the Clouded Leopard's positional vectors, 

improving the model's ability to identify globally optimum hyperparameters for in-the-moment access control 

choices. 

The MCL method, which uses an adaptive operator 𝐼𝑊𝑛𝑠 (Equation (6)) to dynamically modify 

convergence behavior, is used to create an intelligent, self-optimizing access control framework for cloud 

computing. By integrating DL with a fitness-aware Versoria-based optimization mechanism, the framework 

improves real-time detection of anomalous access patterns. This guarantees scalable and accurate access 

control decisions in changing cloud environments, improves local search performance, and prevents 

premature convergence. 

 

 𝐼𝑊𝑛(𝑠) = {
1 −

1

(𝜑.(𝑏𝑚(𝑠)−1/2)2+2)
, 𝑖𝑓 𝑏𝑛(𝑠) ≤ 0.5,

1

(𝜑.(𝑏𝑛(𝑠)−1/2)2 +2)
, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑠𝑒,

                  (6) 

 

To create a real-time cloud access control MCL system, PCA-based feature extraction and deep 

learning were used to improve security. By optimizing the model using clouded leopard ranking 𝑃𝑛(𝑠) ∈
[0,1], which reflects fitness between the mean and lowest, aberrant access patterns in dynamic contexts can 

be automatically detected in Equation (7). 

 

𝑃𝑎𝑣𝑒(𝑠) = ∑
𝑃𝑛(𝑠)

𝑀𝑅

𝑀𝑅
𝑛=1 ,   𝑃𝑚𝑖𝑛 (𝑠) = min{𝑃1(s), 𝑃2(s), … , 𝑃MR

(s)}, and                                       (7) 

 

𝑏𝑛(𝑠) =
𝑃𝑛(𝑠)−𝑃𝑚𝑖𝑛

𝑃𝑎𝑣𝑒(𝑠)−𝑃𝑚𝑖𝑛
                                   (8) 

 

Equation (8), the 𝑃𝑎𝑣𝑒(𝑠) and 𝑃𝑚𝑖𝑛(𝑠) are the lowest and mean levels of the fitness of all 𝑀𝑅 size 

populations, respectively, and 𝑃𝑛(𝑠) is the fitness of the 𝑛𝑡ℎ clouded leopard at iteration 𝑠. These parameters 

direct the DRNN model's optimization process, allowing adaptive learning to improve dynamic CC's real-

time access control. Therefore, by reducing security risks while taking dynamic user behavior and 

environmental restrictions into account, the proposed optimization technique solves the issue of safe and 

effective access control in CC. As per the MCL method's presentation to improve the DRNN model, the 

framework selects the best access control decisions. Figure 3 displays MCL's systematic formulation and 

improvement plan. 

The MCL-DRNN approach combines MCL optimization with DRNN to improve access control in 

dynamic cloud environments. DRNN temporal feature extraction to provide accurate classification with 

fiction. MCL improves learning by changing solution vectors according to clouded leopard-inspired adaptive 
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fitness-driven behavior. The approach reduces premature convergence and increases decision reliability by 

using adaptive inertia weights to balance exploration and exploitation. 

 

 

Figure 3. Flow chart for MCL 

 

4. RESULTS AND DISCUSSION  

In cloud environments, the MCL-DRNN method performs better than existing access control 

strategies when optimized using the MCL technique. Precision, recall, and F1-score are key performance 

measure that demonstrates exceptional ability to identify illegal access and adjust to changing user behavior. 

Using MCL in Python, the experimental setup optimizes DRNN hyperparameters for cloud access control. 

Utilizing an Intel Core i7 processor with 16 GB of RAM. 

4.1. Feature Importance for Access Control Anomaly Detection 

 The real-time identification of anomalies using the MCL-DRNN model improves cloud security in 

Figure 4.  

 
Figure 4. Correlation between different access control features in CC Environments 
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Tracking user activity and devices is crucial, and Access_Anomaly is the most important feature, 

followed by Device_ID and User_ID. Further enhancing access controls are Role, Access_Type, and 

Encryption_Status. By giving important aspects priority, MCL-DRNN responds to threats in real-time, 

assuring secure and intelligent cloud access. 

4.2. Receiver Operating Characteristic (ROC) 

The MCL-DRNN model's capacity to detect illegal access in a cloud environment is assessed using 

the ROC curve (Figure 5). Strong predictive skills are indicated by the high rise in the True Positive Rate 

(TRP) vs. False Positive Rate (FPR) plot. The model’s capacity to distinguish between normal and 

anomalous access is demonstrated by near-perfect anomaly identification. 

 

 
Figure 5. ROC Curve of MCL-DRNN 

 

The proposed method, MCL-DRNN, was compared to Convolutional Neural Networks (CNNs) [20] 

and Artificial Neural Networks (ANNs) [20] using some metrics based on access control in a cloud 

environment. 

4.3. Precision 

Decreasing false positives in the access control system requires precision (Figure 6). By preventing 

legal users from involuntarily being classified as security threats, a high accuracy rating enhances user 

experience while maintaining security honesty. By differentiating between legitimate and suspect access 

requests, the MCL-DRNN form enhances precision, as shown in Equation (9). 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒+𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒
                   (9) 

 

 
Figure 6. Evaluation metrics precision 
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4.4. Recall 

 Recall (Figure 7 (a)) plays a crucial role in the cloud system’s ability to detect unwanted access 

attempts. Equation (10) can identify security vulnerabilities with a suitable recall score without ignoring 

important instances. To improve recall, the MCL-DRNN technique uses DL to detect compound access 

patterns and anomalies. 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =  
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 + 𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒
                               (10) 

4.5. F1-score 

The F1-score (Figure 7 (b)) provides a balanced measure of precision and recall, allowing the model 

to effectively remove both false negatives and false positives. As shown by Equation (11), the MCL-DRNN 

framework's robust F1-score demonstrates the ability to adapt to evolving cloud security risks while 

maintaining the precision of finding. Table 2 displays the numerical values for all metrics. 

 

𝐹1 − 𝑠𝑐𝑜𝑟𝑒 = 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
                  (11) 

 

 
Figure 7. Outcome of metrics (a) recall, and (b) F1 score 

 

Table 2. Comparison of existing and proposed methods 

 

 

 

 

 

4.6. Missed Detection Rate (MDR) 

 MDR decreases the direct power on the system and security reliability, and greatly expands the 

function of the MCL-DRNN form in access control. Potential security breaches are avoided with a lower 

MDR, which precisely recognizes illicit access attempts. The mathematical formulation of MDR is expressed 

in Equation (12). 

 

𝑀𝑖𝑠𝑠𝑒𝑑 𝐷𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛 𝑅𝑎𝑡𝑒 =
𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒

𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒+𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒
               (12) 

4.7. False Alarm Rate (FAR) 

The convenience of cloud services is further enhanced by lowering the FAR, which prevents official 

users from being mistakenly refused access. The FAR is stated in Equation (13). The MCL-DRNN method 

refines decision-making through continuous learning from cloud access logs, ensuring a balance between 

security and stability. Table 3 and Figure 8 show the rate metric for the proposed method. 

 

𝐹𝑎𝑙𝑠𝑒 𝐴𝑙𝑎𝑟𝑚 𝑅𝑎𝑡𝑒 =
𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒+𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒
                (13) 

 

Model Precision (%) Recall (%) F1-Score (%) 

ANN [20] 90 91 90.5 

CNN [20] 93 94 93.5 

MCL-DRNN [Proposed] 95 96 95.6 
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Table 3. Impact of User Count on Missed Detection Rate and False Alarm Rate 

Number of Users Missed Detection Rate False Alarm Rate 

20 0.42 0.48 

40 0.50 0.62 

60 0.58 0.68 

80 0.70 0.78 

100 0.85 0.90 

 

 

Figure 8. User-based metrics values for the proposed method 

4.8. Discussion 

In IoT-based healthcare systems, CNNs [20] and ANNs [20] present several challenges. CNNs are 

less appropriate for real-time applications in limited-resource situations because of high processing demands, 

reliance on huge labelled datasets, and poor interpretability. Dependability is further diminished by 

overfitting and vulnerability to hostile stimuli. Long preparation periods, scalability issues with deep 

frameworks, and the recurrent need for manual feature extraction are all issues with ANNs. When 

geographical data and noisy or incomplete inputs are present, performance tends to reduce. The challenges 

emphasize the need for DL techniques in healthcare to be more secure and efficient. For cloud access control, 

the MCL-DRNN framework has several benefits over traditional CNN and ANN models. Because of its 

recurrent nature, effectively ascertaining abnormalities in static models is regularly overlooked by capturing 

time-dependent user behaviour and access patterns. MCL-DRNN uses MCL tuning to enhance parameters in 

real-time, improving receptiveness to altering threats in contrast to ANNs and CNNs, which are less flexible. 

In addition, automated training was used to efficiently handle big, complicated datasets. For secure, real-time 

access control in dynamic cloud environments, MCL-DRNN is an intelligent, scalable, and self-optimizing 

solution. 

 

5. CONCLUSION 

For CC environments, the developed MCL-DRNN model offers intelligent, dynamic, and real-time 

access control solutions. The system proficiently captures complicated access behaviors and detects subtle 

anomalies by utilizing the sequential modeling capabilities of DRNNs with MCL tuning. An extensive 

dataset including IoT and CC healthcare access records was used for evaluation. The dataset demonstrated 

how well the algorithm integrated security systems, device operations, behavioral patterns and gesture-based 

activity data. The MCL-DRNN performs better than existing methods, based on performance comparisons, 

with an approximate 95% precision, 95.6% F1-Score and 96% recall. The framework has many drawbacks in 

spite of its excellent performance. The higher computational complexity cannot always be justified by small 

performance improvements over the existing methods. Furthermore, on devices with limited resources, the 

model can encounter challenges when dealing with sparse, noisy, or real-time streaming data. Future research 

will focus on expanding the training dataset for better generalization, simplifying the model for edge 

deployment, and improving interpretability for audit and compliance reasons.   
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