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 Traditional access control methods, such as mechanical keys and PIN-based 

systems, are ever more vulnerable to theft, copying, and unauthorized access, 

while high-fidelity biometric systems require intensive computing resources 

not suitable for low-power embedded systems. This research addresses the 

difficulty of achieving a real-time contactless face recognition system that 

compromises between security, performance, and expense in the resource-

constrained embedded IoT setting. We show the design and test of an 

intelligent door access system using a Haar Cascade classifier on the ESP32-

CAM module with cloud analytics for enhanced control, monitoring, and data 

logging. The system is developed to perform well on resource-constrained 

hardware while providing secure and remote access control. Experimental 

trials under varying light conditions, facial angles, and image resolutions 

show that the system detects faces with 97% accuracy, with a mean detection 

time of 151.25 milliseconds and CPU utilization of 40.5%. By adapting 

conventional machine learning for embedded vision, this project bridges the 

gap between high-fidelity biometric security and real-world IoT deployment 

in practice, offering an affordable and scalable solution for office and home 

access control in contemporary times. 
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1. INTRODUCTION 

Security is an important aspect of modern life. Access control is a common and easy security system 

in many homes. The development of security systems has undergone several advancements in recent times, 

which have moved from mechanical locks to biometric systems. Keys and keycards that were once the 

standard for entry control can not be fully trusted since they can be duplicated, misplaced, and stolen [1]. 

Biometric verification, and face recognition in particular, offers a better secure option through the use of 

irreversible physiological traits difficult to replicate [2]. In recent times, facial recognition technology has 

gained a lot of improved accuracy and performance and is a favourite in today's access control systems [3]. 

This is a result of the advances in artificial intelligence (AI) and deep learning. An interesting benefit of 

facial recognition is that it is contactless as opposed to fingerprinting or iris scanning, operating without 

contact, thus contributing to hygiene and convenience [4], [5] and thus displacing the need for physical keys 

or cards [6].  

Moreover, the merging of facial recognition with the Internet of Things (IoT) has transformed 

security systems by making internet-connected and communicable smart door locks [7]. The monitoring of 

remote tasks with real-time notification and simple control actions using mobile devices is achievable using 

this approach, making the system easily applicable in smart homes and business environments [8], although 

this will not be without some challenges that need to be addressed urgently.   

The Haar Cascade classifier is the most commonly used algorithm for facial recognition in access 

control systems, as proposed by Viola and Jones. The algorithm is highly efficient in terms of speed and real-

time face detection, and therefore is highly suitable for embedded vision systems as well as low-power 

systems. The Haar Cascade sweeps an image at various scales using a series of simple rectangular features, 

quickly eliminating areas not likely to contain a face and focusing processing where most necessary. 
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Its use in security systems has enabled fast face localization before more profound recognition 

processes can be carried out. Despite the emergence of deep learning methods, Haar Cascades 

remain applicable in low-weight applications due to their quasi-zero computational complexity and 

proven performance in constrained settings [9]. 

This research attempts to close the gap in achieving a real-time hand-free face recognition system 

that provides security, performance, and cost in a resource-constrained embedded system. It presents a facial 

recognition technology-based smart door lock system that uses IoT to conveniently provide security access 

control to homes. The system focuses on contactless security access control that reduces latency and 

improves the efficiency of facial recognition in an IoT environment while providing security access control 

remotely. 

 

2. LITERATURE REVIEW 

Mechanical lock systems dominated the domain of access control systems in the early days. The 

recent era of lock systems uses sophisticated biometric technology. Early security devices employed physical 

security methods such as keys, PIN codes, and keycards. While these offered some level of protection, they 

were also fault-prone in the form of susceptibility to loss, copying, and theft [10]. Lock-picking and 

tampering have been the major bane of the Traditional lock system, which compromises the system and 

thereby leads to unauthorized access. These technologies were not immune to security vulnerabilities, such as 

password sharing, lost cards, and hacking [11]. The vulnerabilities of these traditional systems paved the way 

for the implementation of biometric security systems, which offer stronger authentication through the use of 

unique biological features that are difficult to replicate. 

The emergence of biometric identification systems birthed an era of security access control with 

secure and reliable features, offering identity authentication based on unique physiological or behavioural 
characteristics. Fingerprint scanning, iris scanning, and facial recognition are the most popular among the 

biometric technologies due to their high accuracy and security [12]. Fingerprint verification, though standard, 

is contact-based and thus presents hygiene concerns, especially in public settings [4]. Iris scanning is highly 

precise but user-specific, hardware-dependent, and hence less convenient for regular use [12]. Facial 

recognition, as a contactless or remote application, among many other technologies, has gained acceptance, 

and also offers a non-intrusive advantage. With image processing algorithms using AI, facial recognition can 

authenticate people rapidly, and therefore is suitable for security applications such as airports, smart houses, 

and offices [13]. Facial recognition systems offer simple access control without requiring the users to come in 

physical contact with a device, unlike conventional authentication systems. 

Recent advances in artificial intelligence (AI) and deep learning have transformed facial recognition 

systems, particularly in security. Traditional AI-based face detection approaches, such as Haar cascades, were 

feature-based, and pre-trained classifier approaches were employed to locate facial structures [14]. 

Traditionally, the approach was effective in earlier applications; however, it lacks flexibility and precision in 

challenging situations. The introduction of deep learning models, specifically convolutional neural networks 

(CNNs), has improved the accuracy of face recognition by enabling systems to learn and extract more 

complicated and discriminative face patterns [13]. For example, FaceNet, introduced by [15], revolutionized 

face recognition by developing strong face embeddings that significantly improved speed and accuracy. 

Elaborating further, [16] and [17] demonstrated how the integration of CNNs and recurrent neural networks 

(RNNs) would enable real-time face recognition for smart door lock systems. These powerful models are, 

nevertheless, computationally intensive, which becomes a concern if they are to be deployed on low-power 

and resource-constrained IoT devices that are typically used in home automation. 

In order to overcome this trade-off between performance and computational cost, [18]⁠ developed a 

system using the YOLO algorithm on a board of Jetson Nano. The configuration achieved 99% high accuracy 

and a mean recognition time of 0.6 seconds in bright conditions. Similarly, [19] employed Eigenface and 

Principal Component Analysis (PCA) on a Raspberry Pi with 90% accuracy and 15-second recognition 

time—a huge improvement from the more than 30 seconds latency that [20] experienced in an ESP32-CAM 

and Android-based smart lock system. More integrated in their methodology was [21], who used a CNN-

based deep model on a Raspberry Pi 3 for home security. Although their system allowed remote monitoring 

for real-time access control, no performance measure was reported. However, with the implementation of 

deep learning on a limited platform, hardware optimization would clearly be necessary in order to speed up 

recognition as well as increase accuracy. 

In the aspect of system integration, [22] designed a remote real-time monitoring system with 

facilities of notifications, alarms, and limited facial recognition features. However, the lack of full user-

specific biometric verification posed issues in cybersecurity since it left the system vulnerable to unwanted 

access. 

The integration of facial recognition-based security with a healthcare monitoring system is very 

helpful in times of public health emergencies such as the COVID-19 pandemic. Presented [23] an integrated 
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system using facial recognition with contactless body temperature measurement achieved with the 

deployment of Raspberry Pi 3B+, OpenCV, and the MLX90614 sensor. Such a system would deny users 

access if their body temperature was not within range. In addition, [24] included motion sensing using a PIR 

sensor to prevent false detection, yet both papers cited code and hardware optimization as prime avenues for 

latency reduction and higher reliability. 

Environmental factors such as lighting conditions continue to be a difficulty for the reliability of 

facial recognition systems. As [25] pointed out, measurements for performance in terms of speed and quality 

of recognition fall drastically under poor light conditions, justifying the need for adaptive algorithms and pre-

processing images to enhance robustness in operational contexts. 

Table 1 presents the comparative benefits of the various biometric technologies. It is obvious that 

while facial recognition promises higher scalability, usage convenience, and automation. It offers more 

flexibility, allowing easy authentication with limited drawbacks [26], a reasonable range of operation, and 

ease of integration to modern technology such as IoT, although the efficiency could be affected by facial 

occlusion and lightning conditions [27] and [28]. Also, apart from the high-cost computational power 

requirement, privacy and security concerns might arise due to the need to store data.   

 

Table 1. Comparison of Biometric Methods 

Biometric Method Advantages Disadvantages 

Fingerprint 

Recognition 

High accuracy, cost-effective Requires physical contact, hygiene concerns 

Iris Recognition Extremely precise, difficult to spoof Requires user cooperation, expensive 

hardware 

Facial Recognition Contactless, fast, AI-enhanced 

accuracy 

Sensitive to lighting conditions, privacy 

concerns 

Voice Recognition Hands-free, remote authentication is 

possible 

Accuracy is affected by background noise, 

voice changes 

 

In conclusion, leveraging edge AI and cloud computing, facial recognition systems based on IoT can 

perform authentication locally to reduce latency and improve efficiency and security [29]. However, the 

vulnerability of the network and cyber-attacks pose a threat to IoT-based security solutions; with proper 

encryption and authentication processes, this can be mitigated [30]. 

 

3. METHOD 

The actualization of the proposed system was through the development of a physical prototype 

model. The block diagram in Figure 1 was used as an architectural framework that represented the entire 

system. The block diagram consists of two main parts, revealing a physical hardware interface housing a Pi 

camera that captures users' faces. The faces are received by an edge device, which is an ESP32 module. The 

edge device provides the computational capabilities that run an embedded machine learning algorithm that 

performs facial classifications and compares with locally stored pre-trained facial images used for recognition 

of every face instance. The edge device also provides computational power that connects to a cloud interface.   

The second part of the architecture is the integrated cloud interface, which provides remote storage 

of usage data and analytics. The analyzed data also provides additional intelligence and control of the door 

for the local door and provides remote monitoring. Control signals are released from the cloud interface to 

control an electromechanical actuator that activates the door opening and locking. Depending on the outcome 

of the facial recognition analysis, if the face is recognized, the door opens; otherwise, the door remains 

locked.  

 

Table 2. Hardware Design Specification 

S/N Component Voltage 

Rating(V) 

Current 

Rating (A) 

Power (Iv) 

(W) 

Source 

1 Esp32-CAM Wi-fi 

Module 

3.3 0.18 0.594 All about electronics 

2 Solenoid Load 12 0.6 8.4 All about electronics 

3 LED 2 0.022 0.044 All about electronics 

TOTAL 0.802 9.038   
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Figure 1. Architectural framework of the system 

 

The edge device was actualized by implementing the circuit diagram in Figure 2, which was 

designed to the specifications listed in Table 2. The table shows that an ESP32-CAM board with embedded 

Wi-Fi feature was used. The board is rated at a 3.3 to 5 volt range, with a maximum current rating of 0.18 A, 

and a power rating of 0.594 W. The door was designed using a solenoid valve, rated at 14 volts, 0.6 A, and 

8.4 W.  This was connected to the main board using a 12 V electromechanical relay switch. Light Emitting 

Diode (LED) was used as an indicator that shows a successful face recognition, the door opens and 

otherwise. The LED is rated at 2 V, 0.022 A, and 0.004 W.  

 

 

Figure 2. System’s circuit Diagram 

 

The face classifier algorithm used was the Haar cascade algorithm due to its ability to balance 

between speed and efficiency on constrained devices in real-time. The process used by this algorithm is 

illustrated in Figure 3.   
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Figure 3. The process of implementing Haar Cascade 

In Figure 3, captured photos are initially converted into grayscale to reduce computational 

complexity, then processed through a pre-trained XML classifier to scan for distinctive facial features. Upon 

successful identification, the system unlocks the smart lock and, concurrently, sends usage logs and 

notifications via a cloud interface that provides remote data monitoring and access control. Cloud analytics 

also play a crucial role in system parameter tuning, latency control, and enhancing recognition robustness 

under varying environmental conditions, such that the solution is maintained light while being adaptive for 

embedded IoT applications. 

3.1. Systems Testing 

To evaluate the performance of the smart door lock system with facial recognition as proposed 

herein, systematic testing in well-controlled environments was conducted. System implementation was 

through the ESP32-CAM module and a pre-trained Haar Cascade classifier capable of frontal face detection. 

The experiments focused on three primary performance criteria, which involved detection rate, processing 

latency, and CPU use. Environmental as well as operating condition response of the system was also 

evaluated to determine its feasibility. 

Testing was divided into four categories: 

• Tests were performed in well-lit and low-light conditions to measure the impact of light on performance 

when recognizing. 

• The subjects were placed at various facial orientations, such as partial profiles and with obstructions 

such as face masks or glasses. 

• ESP32-CAM was configured to take pictures at 320x240, 640x480, and 800x600 resolutions to 

ascertain the trade-off between processing time and recognition quality. 

• Six experiments under each condition were conducted in which a registered subject attempted to enter 

the system. Detection results, processing time, and CPU usage were captured through the onboard 

debug interface and system logs. 

4. RESULTS AND DISCUSSION 

The results of the test conducted are presented based on the test metrics in the experiment. First, the 

response time under the different test conditions and six different test events is presented in Figure 4, the 

CPU load under these conditions is presented in Figure 5, and the accuracy plot is presented in Figure 6. The 

average test results are summarily presented in Table 3, showing the average detection time, CPU load, and 

accuracies across the six test scenarios. 
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Figure 4. Time Duration Across Different Conditions 

 

 

Figure 5. CPU Load Across Different Conditions 

 

Figure 6. Accuracy Across Different Test Conditions 

 

Table 3. Test Results 

Condition Avg. Detection Time (ms) Avg. CPU Load (%) Avg. accuracy (%) 

Good Lighting 151.25 40.5 97.0 

Poor Lighting 182.5 45.8 92.5 

Face Obstruction 158.0 41.5 94.2 

Low Resolution (320×240) 131.0 38.2 95.5 

Medium Resolution (640×480) 151.0 40.8 97.0 

High Resolution (800×600) 176.5 45.1 96.0 

4.1. Discussion 

The test results indicate that an average detection time of 151.25 milliseconds was recorded 

alongside an average accuracy of 97%, and a tolerable CPU load of 40.5%. This is a good threshold for real-

time smart access control systems in many areas of application. Performance on adverse lighting degraded 

fairly well, with detection time increased to 182.5 ms and accuracy reduced to 92.5%, as expected of Haar 
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Cascade's proven vulnerability to low-contrast inputs. Such rates, however, remain within non-critical access 

acceptable requirements. 

The system was found to be stable with moderate facial obstructions and changes in orientation and 

was 94.2% accurate on average, suggesting that the algorithm is stable against actual variations such as users 

wearing spectacles or leaning their heads slightly. Computationally, the system processed low-resolution 

frames with minor latency (131 ms) and CPU usage (38.2%), although with a slight reduction in accuracy. 

High-resolution frames increased recognition accuracy at the expense of higher latency (176.5 ms) and CPU 

usage (45.1%). This is the trade-off between recognition quality and computation, and suggests that the 

system can be dynamically controlled by power supply or required speed. Secondly, the cloud analytics 

interface served to enhance system functionality further by logging, remote monitoring, and parameter 

optimisation without overloading embedded hardware. 

This result, when compared to those of existing literature, shows a great improvement on both 

efficiency and time of detection. For example, [19] achieved an accuracy of 90% with a face recognition time 

of 15 seconds, which is quite lower than the performance of our system. Again, although the work of [18] 

achieved 99% accuracy, the latency (0.6 seconds) of face recognition is still quite higher compared to ours. 

While neither did report on the CPU load as a benchmark, our work achieved a considerable CPU load 

balance with improved efficiency and very low latency. This will shape the view of embedded AI on 

constrained devices. 

 

5. CONCLUSION 

This work presents the design, development, and performance evaluation of a Haar Cascade 

algorithm and ESP32-CAM embedded board-based facial recognition smart door lock system. The system 

captures real-time users' facial images and controls the door opening and locking mechanism through cloud-
based computation for improved actuation and monitoring for autonomous access. Testing under various 

conditions, such as lighting conditions, facial orientation, and resolution levels, the system achieved a high 

recognition rate of 97%, a mean detection time of 151.25 milliseconds, and an acceptable CPU utilisation of 

40.5%, confirming its suitability for low-power IoT applications. The results affirm that the Haar Cascade 

algorithm, although computationally lighter than deep learning-based solutions, can be made to perform well 

if it is specially optimised for embedded systems. Incorporation of cloud capabilities makes the system more 

scalable through the provision of remote access, data logging, and immediate alerts. Nevertheless, the study 

also outlines areas of weakness that involve a lack of sensitivity to low light and facial occlusions. In 

conclusion, the work offers a cost-effective, contactless, and scalable method for modern home- and small-

office-scale access control systems. Aspects that may be targeted by subsequent research include integrating 

more sophisticated machine learning architecture (e.g., CNN), adaptive lighting adjustment compensation, 

and encrypted biometric data processing towards ensuring improved robustness, privacy, and implementation 

feasibility. 
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